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1. PURPGSE. This advisory circular (AC) provides information
and gui dance concerning controls for managing information systens
that generate and store records used in the manufacture of
products and parts. It describes an acceptable means, but not
the sole means, of conpliance with the Federal Aviation

Regul ations (FAR).

2. APPL| CABLE RELATED FEDERAL AVI ATI ON REGULATI ONS AND ADVI SORY
O RQULARS.

o a. Part 21, Subpart F, Production Under Type Certificate
Y,

bl Pakrkt 21, Subpart 6, Production Certificates.

e. Part 21, Subpart K, Approval of Mterials, Parts,
Processes, and Appliances.

dl Advisory Circular 21-1n, Production Certificates.

e. Advisory Crcular 2i-%, Producti on Under Type
Certificates Only.

f  *Rdvisery C rcul ar 21-303 .13, Certification Procedures for
Products and Parts.

3. DEFINITIONS. For the purpose of this AC, the follow ng
definitions apply:

~a. Authorizations. Permission granted by management to
i ndividual s authorized full or partial adm ssion to restricted
access information managenent systens.

b Data, A set of alphanumeric and/or graphic characters
organi zed to represent facts or instructions suitable for
communi cating, interpreting, or processing by a computer.
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c. Field. An elenment of a conputer file that may contain
data and whose size is controlled by the program

d [Information Systems. A conputer system which is designed
to automate a specific function such as records management.

e. Privacy Keys. A password or procedure that allows ful
or partial access to a restricted information managenment system

f Privacy locks. A procedure that restricts access to a
portion of an information system

g Production Approval Holder. A manufacturer who hol ds one
of the follomnng Federal Aviation Admniiistrattiom ( FAA) production
approval s:  production certificate, approved production
i nspection system parts manufacturer apProvaI, or technica
standard order authorization, and controls the design and quality
of the product/part thereof.

- h  Read Only Capability. The authority given to an
i ndi vi dual which allows that'ﬁersah to access or read data in a
field without being able to change or enter data.

i. Record. A history of the manufacturing process of a <
particular item As used in this AC, a record is not a group of
associated data fields or files within an information managenent
system

3 Wite Capability The authority given to a user which
allows that person to enter or change data in a field.

4  DISCUSSION.  Production approval hol ders (PAH) are required
by various FAR sections to maintain nanufacturing and quality
records as evidence that itens were produced in accordance wth
approved design requirements. As the aerospace industry has
devel oped, nany PAH*s have devel oped or purchased infornation
systens to generate and store manufacturing and quality records.
Advisory Grculars 21-h, 21-6, and 21-303..1 contain information
regarding the content of those records. As such, this AC will
not discuss what manufacturing and quality records should
contain, but rather control nechanisnms that should be used when a
PAH uses an information systemto generate and/or store records
of products and parts manufactured to FAR requirenents.
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5. Conputer Cenerated and Stored Munufacturing and Quality
System A record systemw || detect and deter unauthorized
disclosure, nodification, or use of records. Record systens
require protection to ensure that an accurate history of the
manuf acturing process of a part or itemexists. An information
nana?enent system shoul d be protected fromintruders. The system
shoul'd al so be protected from enployees with authorized access
Br|V|Ieges who attenpt to perform unauthorized actions.

rotection is achieved not only by technical, physical, and
personnel safeguards, but also by clearly articulating to al
enpl oyees organi zational procedures regarding authorized system
use.

a. Security Principles of Electronic Record Systens.
Al though information managenent systens are diverse, common
securlt% attributes should be present in all record systems. An
acceptabl e electronic record system shoul d incl ude:

~(Y) User ldentification. Each user of the system should
be uniquely identified in the systemw th an account nunber or
other identification code. This identification code is used to
|dent|f¥ who has |ogged onto the systemand is the primary means
of veri K|ng access. The information management system should
retain the user identification codes entered as a means of
verifying the requests nade upon the system  This information
shoul d be available for review by the system manager.

- (2) Authentication of User. There should be a means of
verifying that the person entering the user identification code
is the authorized individual. Typically, this authentication is
t hrough a password known only to the authorized user. This
password would allow access to the system only when used together
with the user identification code. Passwords should be updated
periodically.

- (3) Principle of Least Possible Privilege. The
aut hori zation capability of the record system should follow the
principle that each person is limted to only the information and
transaction authority that is required by their job
responsibilities.  Privacy |ocks may be used to ensure this
principle is followed. The l[evel of access at which information
I's guarded within the systemw || depend on the design of the
system  Based upon the design of the information managenent
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system privacy |ocks and keys may control single data elenents
or any conbinations of data elements. Levels of protection may
include the follow ng:

(i) Data-itens,
(ii) Data-aggregates,
(iii)  Sets,
(iw) Fields,
(vi Files, or
(vi) The conplete system

(4) Relation to Quality Data Responsibilities. The
sKsten1shou[d.ensure that authorization privileges coincide with
the responsibilities outlined in the organization%quality
control program  For instance, a manufacturing person should not
normal [y have wite capability to an inspection acceptance field
within a manufacturing record. Additionally, an inspector should
not have access to a material review engineer disposition fields
within material review records. The system should be capabl e of
assi gning each user the specific access authority needed. The
various types of authorizations necessary may include:

o (i) Read Only Access. Allows the user to read al
or specific fields of information, but does not allow any wite
or data manipul ation capability.

(i) Insert or Wite Access Authorizations. Allows
the user to enter data into specified fields or series of fields,

(iii) Change Access Authorizations. Allows the user
to change entries in specified fields, but does not allow renoval
of the original entry. This nay be acconplished by adding
information to a restricted field which is only used when the
information in a field nust be retained, but the information is
not correct. For exanple, when a part has been rejected by
inspection, the rejection history may need to be retained even
after the part is repaired. Change authorization may be given to
al low a senior inspector the authority to change the inspection
status of a reworked item but the record retains the origina
rejection indication and the user identification of the
i ndi vi dual maki ng the change.
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(iv) Delete Access Authorizations. Alows the user
to remove entries and | eave the fields blank. \Wile
authorization to delete information by the user making the entry
may be unrestricted, subsequent delete authorization should be
closely controlled and possibly issued only to supervisors for
deleting incorrect entries by subordinate enpl oyees. Subsequent
to fina apProvaI of a product, information should not be
deleted. Arter approval, incorrect data should be changed rather
t han del et ed.

(v) Security Access Authorizations. The security
access authorizations should be retained by the system manager
and only exercised when properly executed docunents allow their
usei_such as an approval letter signed by the director of
quality.

b  Audiitiing Mechani sns,  The informati on managenent system
shoul d include nechanisns that detect security breaches. These
breaches should include any attenpt to circunvent securit% or
modi fy data without authorization. Wen such a security breach
Is detected, the system should alert the security manager and
note any fields that have been accessed. The security breach
information should be retained within the systemuntil reviewed
by the system nmanager. Securltg breach |ogs should be avail able
only to select individuals and be protected from nodification or
altering of data at all tines. Normally the system operator wll
be warned of unauthorized activity while serious events, such as
repeat ed unaut horized access attenpts, may generate alarns at the
system | evel .

e. Protection Against Software and Hardware Destruction
Information system records should be protected from destructive
conput er prograns commonly called conmputer viruses, which attack
or degrade the software. Information management systems shoul d
include virus detection prograns which ensure that viruses are
not introduced into the environnment through contam nated software
or hardware.

(1)) Inventories. Inventories of all software and
hardware configurations and |ocations should be used to ensure
unaut hori zed hardwar e/ software does not enter the conputer
envi ronnent .

(2) Portable Equipnment. Portable conputer equipnment
such as laptops represent special risks from destructive software
and thus procedures should address their use in the conputer
envi ronment .
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(3) Network Security. Many PAH's use | arge conputer
networks wth several interacting workstations or termnals. If
a large interactive systemis used, procedures should address
additional protection necessary to control the network. The
degree of protection should be defined by the PAH and based upon
the conplexity and application of the system Additiona
grotectlon may be as outlined in the exanples cited in paragraph

sl

54» System Back-up. Provisions should be devel oped for
| oss of data resulting fromsystemfailure. In all cases, |ost
data nust be regenerated. The amount of tine between back-ups
will depend on the degree of risk the approval hol der w shes to
accept to re-establiish | ost information

d Mdia Control. The nedia upon which information is
stored should be carefully controlled and protected.
Transportabl e nedia such as tapes, disks and cartridges should be
stored in secure |locations. Media from external sources should
be subject to validation to ensure they are from authorized
sources, The listing belowis not all-inclusive of the types of
media available, it only cites exampless.

(1) Fl oppy disks and conputer hard drives shoul d not be
used for long termstorage of quality and manufacturing records.
Information that is required to be retained for nore than three
months shoul d be transferred to optical disks or a magnetic
computer, chromum dioxide, or netal particle tapes. An externa
or electronic |labeling system shoul d be used which ensures that
i ndi vidual records can be retrieved.

(2) Magnetic tapes should be tested within six nonths of
use to verify the tape is free of errors and conplies with the
standards of the National Institute of Standards and Technol ogy.
Optinmally, new tapes that have been naintained in a cool dry
envi ronnent should be chosen for storinP records. Specific
storage criteria for magnetic tapes includes:

(i) Environmental tenperatures between 62 and 68
degrees Fahrenheit

(i) Relative humdity between 35% and 45%.

_ (iti) Al tapes should be rewound under controlled
tension every 3 1/2 years.
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(iv) Al information that will be retained for nore
than 10 years should be transferred to new tapes prior to
reaching 10 years.

(v) Annually, a statistically valid sanple of al
tapes should be tested to identify any loss of data. Tapes wth
106 or nore errors due to storage conditions should have all data
transferred to new tapes. If the sanple contains defective
tapes, all other tapes that m ght have been affected by the same
cause, i.e. poor quality tape, high usage, poor environment, or
i mproper handling should be tested and corrected.

(vi) Snoking, eating, or drinking in the magnetic
tape storage or test areas should be prohibited.

(3) Optical disks are not highly sensitive to physical
abuse, environmental conditions, or nagnetic force fields,
Optical disks need only be protected from 16sse

~ (4) Chrom um di oxi de tapes should be handled |ike
magnetic tapes except for periodic reMAnd|n?.and cleaning.
Al t hough unproven, sone industry experts believe that rew nding
and cleaning can be destructive to these tapes.

_ ? Several types of netal particle tapes will becone
available fn the next fewyears. It is possible that the netal
particles are subject to oxidation. Prior to use of any netal
particle tapes for long termstorage, the PAH nust ensure that
the tapes can maintain integrity of the data stored,

(6) Additional information regarding long term storage
of electronic nedia can be found in the National Bureau of
Standards Special Publication 500-101 "Care and Handl i ng of
Conput er Magnetic Storage MedibalB that is available fromthe
Superi ntendent of Documents, U S. Government Printing Ofice,
Washi ngt on, Dec. 20402,

e. Documentation. The information managenent system should
be properly docunented,

(i) All software prograns within the system including
program changes, should be fully documented.

Par 5



AC 21-35 6/4//93

(2) Procedures should be devel oped that control all data
entered into the system The procedures shoul d address all
i nformation managenent system human interface activities. The
procedures shoul d be kept current.

fAvailability The conputer_industry Is extrenely dynamc
concernln% t he systens that are available for record keeping. If
the PAH changes from one systemto another, the records that were
produced by the old system nust remain accessible to the FAAin a
usable format. The PAHI's docunented quality control system
shoul d indicate how this accessibility is acconplished.

6 | nformat i on Managenent System Facility Mamagenesrit. The

i nformation managenent system can not be properly protected

unl ess the facilrties that house the equi pnment are properlﬁ

Brotected from physical threats and hazards. Areas that should
e consi dered include:

a. Physical Security. FEach area in which electronic records
will be used should be surveyed for potential physical hazards.
Fire and water are two of the nost danaPin% forces in regards to
el ectronic information Al though not all hazards can be
el imnated, opportunities for |oss can be mnimzed by careful
pl anni ng.

b  Environnmental Conditions. Procedures should address the
environnental (tenperature, humdity, static, etc.) conditions of
the areas where the record system conputers and stored nedia are
| ocated. Manufacturer's specifications provide a good guide for
devel opi ng procedures.

e. Disaster Recovery. A contin?ency pl an should be _
devel oped that wll allow recovery of critical systeminformation
in case of a disaster, such as a fire. One acceptable nethod is
to have a renmpte back-up systemto which data is regularly
transferred.

7  Training Organi zations that have elected to use electronic

record systens should train each enployee who is involved wth
any portion of that system The subject matter and objectives
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shoul d vary depending on the enpl oyee% | evel w thin

the organization and job responsibilities. Training should

i nclude security awareness, organizational policy, system
operation and record storage requirenents. Training should be
docunented and those docunents made available for review by the

M chael Gallagher-
Acting Manager, Aircraft
Manuf acturing Division
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